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Summary

Abstract

Traditional network devices, e.g., routers and switches, provide support for a xed set of
protocols and mechanisms. Network softwarization, and in particular software-de ned
networking (SDN) and programmable data planes, has emerged in recent years and
breaks the previously existing vendor lock-in by decoupling the data and control plane
of network devices. Thereby, the packet processing logic of network devices may be di-
rectly programmable, which enables the design of novel networking mechanisms with-
out the manufacturer’s direct support. As of today, Programming Protocol-Independent
Packet Processors (P4) is one of the most common data plane programming technolo-
gies.

The research of this thesis focuses on two main objectives that aim to improve the state
of the art for resilient real-time networks using network softwarization. The rst ob-
jective is to develop and evaluate existing and novel resilient forwarding mechanisms
using data plane programming. The second objective of this thesis is the support of
real-time communication, i.e., the ef cient support of BIER in P4, and concepts and al-
gorithms for data transmission with Quality of Service (QoS) requirements. The main
results of this thesis are published in ve peer-reviewed publications. Seven additional
peer-reviewed publications cover additional research results related to the main publi-
cations of this thesis, including a comprehensive P4 literature study.

The research presented in this thesis has been funded by different research projects by
the Deutsche Forschungsgemeinschaft (DFG) under grant ME2727/1-2, ME2727/2-1,
and ME2727/3-1, the German Federal Ministry of Education and Research (BMBF)
under support code 16KIS1161 (Collaborative Project KITOS), and the bwNET2020+
project, which is funded by the Ministry of Science, Research and the Arts Baden-
Wirttemberg (MWK).
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Summary

Kurzfassung

Herkdommliche Netzwerkgéite, wie beispielsweise Router und Switche, unikzen

einen wahrend der Produktion festgelegten Umfang an Protokollen und Mechanismen.
Network Softwarization, und insbesondere Software-De ned Networking (SDN) und
Data Plane Programming, hat sich in den letzten Jahren imragestdurchgesetzt

und tiberwindet durch die Trennung von Data und Control Plane die zuvor bestehende
Herstellerabhngigkeit. Dadurch kann die Paketverarbeitungslogik von kompatiblen
Netzwerkgeaten direkt programmiert werden, was die Entwicklung neuartiger Netz-
werkmechanismen ohne direkte Untétzting durch den Hersteller edglicht. Heut-
zutage ist Programming Protocol-Independent Packet Processors (P4) eiargigsg

ten Technologien zur Programmierung der Data Plane.

Die Forschung in dieser Arbeit konzentriert sich auf zwei Hauptziele, die darauf ab-
zielen, den Stand der Technilirfrobuste Echtzeitnetzwerke mit Hilfe von Network
Softwarization zu verbessern. Das erste Ziel ist die Entwicklung und Auswertung
bestehender und neuartiger ausfallsicherer Weiterleitungsmechanismen unter Verwen-
dung von Data Plane Programming. Das zweite Ziel dieser Arbeit ist die Uirttarat

von Echtzeitkommunikation, d.h. die ef ziente Untdrstung von BIER in P4, sowie
Konzepte und Algorithmen zur Dat@bertragung mit QoS Anforderungen. Die wich-
tigsten Ergebnisse dieser Arbeit sind imf peer-review Publikationen v&fentlicht.
Sieben weitere peer-review Publikationen decke@atlishe Forschungsergebnisse ab,
die mit den Hauptpublikationen dieser Arbeit zusamn@gen, einschlie3lich einer
umfassenden P4-Literaturstudie.

Die in dieser Arbeit vorgestellten Forschungsergebnisse wurden im Rahmen verschie-
dener Forschungsprojekte von der Deutschen Forschungsgemeinschaft (DFG) unter
den Frderkennzeichen ME2727/1-2, ME2727/2-1 und ME2727/3-1, dem Bundesmi-
nisterium fir Bildung und Forschung (BMBF) unter derdfderkennzeichen 16KI1S1161
(Verbundprojekt KITOS) und dem Projekt bwNET2020+, das vom Ministerium f
Wissenschaft, Forschung und Kunst Badeifiémberg (MWK) gebrdert wird, -
nanziert.
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1 Introduction & Overview

Network softwarization, and in particular software-de ned networking (SDN) and data
plane programming, are highly relevant research topics in the eld of communication
networks. Traditional networking devices, e.g., routers and switches, provide support
for a xed set of protocols and mechanisms designated by the manufacturer. Although
they may be highly con gurable, they are most often only capable of providing new
functionality with the manufacturer's direct support.

With SDN, network operators are able to extend the functionality of network devices to
provide new services and features independently of the manufacturer. This may either
be done through a well-de ned interface between the forwarding and control plane or
by making the devices themselves programmabile.

In the following, two essential concepts, i.e., software-de ned networking (SDN) and
data plane programming with P4, are explained. Afterwards, the objectives of this
thesis are described, and the main results are brie y summarized.

1.1 Software-De ned Networking

Software-de ned networking (SDN) is widely considered to be the separation of data
(also called forwarding) and control plane. The data plane is responsible for processing
packets, whereas the control plane is responsible for its con guration. Figure 1.1 il-
lustrates the difference between traditional networking, SDN with a xed-function data
plane, and SDN with a programmable data plane.

In traditional networking, both data and control plane are provided by the manufacturer
and are tightly coupled. The control plane may offer con guration capabilities, e.g.,

through a web interface, command line interfaces (CLIs), or other means. However,
both the functionality of the data plane as well as the control plane algorithms cannot



1 Introduction & Overview

Figure 1.1: Differences between traditional networking, SDN with xed-function data
plane, and SDN with programmable data plane. lllustration from Hauser et
al. [HHM™* 23].

be changed or replaced. Consequently, protocols and functions not envisioned by the
manufacturer cannot be supported.

With SDN, the data and control plane are decoupled. There are two types of SDN,
SDN with a xed-function data plane and SDN with a programmable data plane. SDN
with a xed-function data plane provides a well-de ned interface between the data and
control plane that allows the con guration of the provided data plane, e.g., through the
population of so-called match action entries for forwarding tables. This separation also
allows complex decentralized algorithms, such as routing algorithms, to be replaced by
a centralized control plane con guring multiple network devices. A prominent example
of an interface between the data and control plane is OpenFlow (OF) [\08B OF-
capable switches and routers provide a xed-function data plane that can be con gured
through a user-provided control planeith the help of the OF protocol.

In addition, SDN with programmable data planes does not only allow for a user-
provided control plane but also a user-provided data plane. Thereby, the packet process-
ing pipeline of network devices is described by software which allows the de nition

of new protocols and forwarding mechanisms. As of today, Programming Protocol-
Independent Packet Processors (P4) [BDG is one of the most common data plane
programming technologies.

This fundamental property, i.e., that end users can program both the data and control

1Such a control plane may be written in any high-level programming language, e.g., Python or C++.



1.2 Programming Protocol-Independent Packet Processors (P4)

plane of network devices, breaks the previously existing manufacturer lock-in. As a

result, development cycles for new products or concepts can be signi cantly reduced,
as it is not necessary to rst develop specialized hardware. Instead, existing hardware
can be programmed according to the users' requirements.

1.2 Programming Protocol-Independent Packet
Processors (P4)

Programming Protocol-Independent Packet Processors (P4) is a domain-speci ¢ pro-
gramming language that is used to describe the data plane of P4-capable network de-
vices. With [HHM" 23], we published a comprehensive literature survey which is also
part of this thesis that covers 519 research papers about P4 or leveraging P4. Further, it
provides an introduction to the P4 ecosystem, a P4 tutorial, and summarizes hundreds
of research papers. R4 is the most recent version of P4,

A P4 program follows a so-called P4 architecture that de nes the available language
constructs and the used processing pipeline. Examples of P4 architectures are the
Portable Switch Architecture (PSA), Portable NIC Architecture (PNA), or To no Na-
tive Architecture (TNA). Devices executing P4 programs are called targets. P4 pro-
grams are translated through target-speci ¢ compilers into binaries for the correspond-
ing P4 target. Figure 1.2 illustrates a simpli ed P4 processing pipeline that resembles
the processing pipeline of most P4 architectures.

Packets are received on so-called ingress ports and afterwards parsed by a user-programmable
packet parser. Thereby, packet headers are extracted, e.g., Ethernet and IPv4. The ex-
tracted headers are subsequently used in (possibly multiple) match-action tables (MATS)
together with packet-speci ¢ metadata to decide which actions should be executed. Ex-
amples of user-de ned actions are replacing certain header elds, forwarding packets
through speci ¢ egress ports, or updating the contents of registiels. More complex

operations may be available as so-called exfedepending on the used P4 architec-

ture. The mapping between header and metadata elds and the corresponding action is
typically provided by the control plane. Finally, packets are serialized to the wire by a
deparser and sent through a previously speci ed egress port.

2https://p4.org/specs/

3Registers are not part of the core P4 language and not available in all P4 architectures.

4An extern is an operation that is not de ned in the core P4 language but in the architecture. Targets
may provide almost arbitrary functions as externs, e.g., complex math operations.
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Figure 1.2: Simplied P4 processing pipeline. lllustration from Hauser et al.
[HHM ™ 23].

The combination of a well-de ned processing pipeline and programmable building
blocks allows the design of novel, high-performance network solutions that range from
legacy protocols such as Multiprotocol Label Switching (MPLS) to in-network accel-
eration of machine learning algorithms [HHN3].

1.3 Research Objectives

Communication networks are prone to service disruption, e.g., through network equip-
ment failure. One possible solution to this problem is to leverage resilient forwarding
mechanisms that may automatically reroute affected traf ¢ through working backup
paths to restore connectivity. This is especially relevant for real-time communication
that cannot rely on the automatic retransmission of transport protocols. This thesis
focuses on two main objectives that aim to improve the state of the art for resilience
real-time networks using network softwarization, particularly with the help of SDN and
programmable data planes.

The rst objective is to develop and evaluate both existing and n@sglient forward-

ing mechanisms using data plane programmingThis means that traf ¢ affected by
forwarding failures, e.g., caused by the failure of a communication link, should be for-
warded by other means to restore connectivity as fast as possible, thereby minimizing
the experienced packet loss.



1.4 Research Context

The second objective of this thesis is thgport of real-time communication. This
objective is separated into two categories. First, the ef cient support of BIER in P4.
Bit Index Explicit Replication (BIER) is a novel transport mechanism for multicast
traf ¢ standardized by the Internet Engineering Task Force (IETF) [WRL]. Multi-

cast is often used for real-time applications such as nancial stock exchange or IPTV
[NAC™ 20]. The second category comprises concepts and algorithms for data transmis-
sion with QoS requirements. Examples for QoS requirements are an upper bound for
the end-to-end delay, a guaranteed bandwidth, or zero packet loss.

1.4 Research Context

The research presented in this thesis has been funded by different research projects by
the Deutsche Forschungsgemeinschaft (DFG) under grant ME2727/1-2, ME2727/2-1,
and ME2727/3-1. Further, some work has been funded by the German Federal Min-
istry of Education and Research (BMBF) under support code 16KIS1161 (Collabora-
tive Project KITOS) and the bwNET2020+ project, which is funded by the Ministry of
Science, Research and the Arts Badearitémberg (MWK). The published versions

of the publications in the appendix indicate which work has been funded by which
research project.

All research was carried out in collaboration with colleagues. A description of the
contributions that my coworkers and | made to the individual works can be found in the
appendix.

1.5 Research Results

This thesis comprises 12 publications. All publications can be found in the appendix.
Chapter 2 summarizes and presents the research results of these publications. For each
publication, the research objective and research results are presented. In the following,
an overview of the research and its results is given.

One contribution of this thesis is a broad P4 literature study [HI2B] that reviews

519 research papers about P4. Several of the presented works in this thesis are directly
in uenced by the results of this extensive literature study that identi ed open research
potential. One key insight of [HHM23] was that most work in the eld of data plane
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programming is conducted with software-based switches such as the BMv2 [p4l19].
Software-based switches do not impose restrictions on the complexity of the algo-
rithms as all processing is done entirely in software. Hardware-based switches on
the other hand have only limited capabilities to ensure line rate processing. Conse-
guently, it is unclear whether a large portion of the existing research in the eld of data
plane programming is applicable to hardware-based switches and thus applicable in re-
ality. Therefore, great care has been taken to ensure that all presented algorithms and
mechanisms that leverage data plane programming in P4 can also be implemented on
hardware-based switches.

The rst main objective of this thesis, i.etgsilient forwarding mechanisms using

data plane programming, is covered in Section 2.1. One signi cant contribution is the
development of a reliable 1+1 protection mechanism for IP networks in P4 [[28H

which is presented in Section 2.1.2. Thereby, traf c is forwarded over two disjoint
paths such that any failure of a single path can be compensated. Further, the proposed
mechanism may be used across the Internet. Evaluations show its feasibility in a 100
Gb/s environment. The second contribution is the development of a fast 1.1 protection
scheme [MLM21b] based on Loop-Free Alternates (LFAs) [AZ08] in Section 2.1.3.
Evaluations show that it protects against any single component failure and most double
failures and runs at line rate in a 100 Gb/s environment. Finally, a P4-based mechanism
for in-network detection of sensor failures [LHEOQ] is presented in Section 2.1.4.

The second main objective of this thesis, iupport of real-time communication,

is covered in Section 2.2 and split into two parts. The rst part is the ef cient sup-
port of BIER in P4 and comprises four publications. One contribution is the develop-
ment of novel BIER fast reroute (FRR) mechanisms [MLM20a] in Section 2.2.1.2 and
the implementation of BIER for the software-switch BMv2 in P4 [MLM20b] in Sec-

tion 2.2.1.3. The second contribution is the implementation of BIER and BIER-FRR
[MLM214a] for the Intel To no™, a high-performance P4 switching ASIC, in Section
2.2.1.4. Extensive evaluations show that the BIER implementation runs at 100 Gb/s line
rate, but also reveal processing limits caused by excessive recirculation overhead. The
processing overhead caused by excessive recirculation is addressed in Section 2.2.1.5,
where a novel BIER processing scheme for the Intel To no™ is introduced [LMM23].
Simulations and hardware evaluations show that the new processing scheme signi -
cantly decreases the processing overhead for BIER packets. The proposed mechanism
is further optimized through the help of clustering, an unsupervised machine-learning
technique.



1.5 Research Results

One signi cant contribution for the second part of the second main objective, i.e.,
data transmission with QoS requirements, is the design and implementation of a novel
packet scheduler, called DSCD [LPM23], in Section 2.2.2.2. DSCD is implemented in
the Linux network stack and enables low-delay forwarding for real-time traf ¢ without
degrading the performance of common best-effort (BE) traf c. Extensive evaluations
show its feasibility and analyze its properties. Other contributions are the analysis
and extension of the RAP protocol for Time-Sensitive Networking (TSN) networks in
Section 2.2.2.3 and a survey reviewing the existing scheduling literature for the Time-
Aware Shaper (TAS) in TSN networks. The last contribution of this thesis is the design
and implementation of a low-cost traf c generator (TG), called PATG [LHM23], based
on the Intel To no™ in Section 2.2.2.5. It is capable of generating up to 1 Th/s traf ¢
split across 10 100 Gb/s ports.






2 Results & Discussion

This chapter summarizes and discusses the results of this thesis. Section 2.1 contains re-
search on the rst objective, i.e., resilient forwarding mechanisms using programmable
data planes. Section 2.2 presents the second objective, i.e., support of real-time com-
munication. To that end, Section 2.2.1 covers ef cient support of BIER in P4, and
Section 2.2.2 discusses data transmission with QoS requirements.

For each presented work, it is indicated whether they are part of the core content of this
thesis or part of the additional content.

2.1 Resilient Forwarding Mechanisms using Data Plane
Programming

This section summarizes the research results of this thesis on resilient forwarding mech-
anisms using data plane programming. It comprises three publications. One publica-
tion is part of the core content of this thesis, and two are part of the additional content.
First, foundations for resilient forwarding mechanisms are introduced. Then, the three
publications are summarized.

2.1.1 Foundations

Routing algorithms, such as the Border Gateway Protocol (BGP) [RHLO6] or the Open
Shortest Path First (OSPF) protocol [Moy98], determine the default forwarding behav-
ior for data packets. Data packets may be lost when a communication link fails or when
an intermediate forwarding node (next-hop) is not reachable anymore. Affected traf c
can only reach its destination until the default forwarding paths have been recalculated
and updated on the forwarding devices, which is called reconvergence. However, this
procedure may take up to several hundreds of millisecondsILBIS
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Legacy networks circumvent this problem by introducing fast-recovery mechanisms,
such as FRR or 1+1 protection. With FRR, packets are rerouted leveraging precom-
puted backup paths without the need for reconvergence or any other control plane in-
teraction. With 1+1 protection, traf c is simultaneously sent through two disjoint paths
towards the destination. If one path is affected by a failure, the second path ensures
that the data packets are still received. Chiesa et al. [CKIRgive a broad overview

of fast-recovery mechanism in packet-switched networks. Further details on different
FRR mechanisms and related surveys can be found in [MLM21b].

2.1.2 P4-Protect: 1+1 Path Protection for P4

This section summarizes and presents the research results from Lindner et al. [LMHM20].
This publication is part of the core content of this thesis. Further details can be found

in the associated publication. First, the research objective is introduced. Then, the
solution and evaluation results are explained.

2.1.2.1 Research Obijective

FRR methods such as LFAs [AZ08] send traf c to an alternative next-hop when the
primary next-hops is not reachable anymore. However, failure detection and rerouting
are not instantaneous. Therefore, packet loss cannot be avoided. With 1+1 protection
mechanisms, traf ¢ is duplicated and sent over two disjoint paths and deduplicated by
the receiver. When one of the disjoint paths is affected by a failure, the second path still
ensures that the traf c is correctly forwarded.

The goal of this work was to develop a 1+1 protection mechanism for IP networks that
may even be useable across foreign networks.

2.1.2.2 1+1 Protection Mechanism

P4-Protect is a 1+1 protection scheme based on P4 [LMHMZ20]. To that end, traf c is
duplicated at a duplication node, forwarded through two disjoint paths across a network,
and deduplicated by a deduplication node. The deduplication node only forwards the
rst version of each packet. Figure 2.1 illustrates the concept of P4-Protect.
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2.1 Resilient Forwarding Mechanisms using Data Plane Programming

Figure 2.1: Concept of P4-Protect. lllustration from [LMHM20].

A so-called protection tunnel ingress (PTI) receives packets and applies the protection
procedure. It adds a new header, the so-called protection header, to the packet which
includes a sequence number and a connection identi er. The packet is then tunneled
via two preferably disjoint paths to the so-called protection tunnel egress (PTE) which
terminates the protected connection and deduplicates the traf c. A unique feature of
P4-Protect is that it can be used over the Internet where not all intermediate nodes are
under the control of the same network operator. With 1+1 protection over the Internet,
one problem is that it is not possible to ensure that the used paths are disjoint. To that
end, P4-Protect allows tunneling the traf c on one path to an additional intermediate
node. There, the packet will be decapsulated and forwarded to the PTE. Thus, the
intermediate node can enforce some path disjointness.

2.1.2.3 Implementation in P4

We implemented P4-Protect for the software switch BMv2 [p4119] and the Intel To no™
ASIC, a high-performance switching ASIC. In this work, we leveraged an Edgecore
Wedge 100BF-32X [Edg21] switch based on Intel To no™ 1 with 32 100 Gb/s ports.
One particular challenge was implementing the deduplication procedure on the Intel
To no™, as hardware targets have certain limitations on the number of operations that
can be applied per packet to ensure line rate processing.

2.1.2.3.1 Deduplication Procedure ~ When the PTE receives a packet, it has to decide
whether it is forwarded or dropped because it has already been received. To that end,
the PTE stores the last accepted sequence nuSKELE. Further, it leverages a so-
called acceptance windoW to accept sequence numbers in a given range. This is
required if the same packet is lost on both paths. As the sequence number space is not
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unlimited, i.e., it is cyclic, a sequence numis&N larger thanSN-JE may indicate
a new packet, but it may also result from a very old packet. The equations to ensure
that an incoming packet falls within the acceptance window can be easily derived. Let
SNnax be the maximum sequence numberSNZJE + W < SN . holds, a packet

last
with sequence numb&N is accepted if

SNESE <SN SNEJE+W (2.1)

ast

If SNOLE + W SNpax holds, a packet with sequence numt®N is accepted if
one of the following inequalities holds:

SNELE < SN (2.2)

ast

SN <SNJ.IE+W  SNpa (2.3)

A packet copy can arriv8Nnx W sequence numbers after the rst copy without

being recognized as a new packeN| [ F is set toSN if the packet is accepted.

Due to hardware limitations, the presented check cannot be implemented. Therefore,
we setW = SMzac to simplify the required inequalities. W SN holds, both
inequalities must be true:

SNPLE < SN (2.4)

ast

SN SNEJIE  w (2.5)

If SN < W, only one of the inequalities has to hold:

SNELE < SN (2.6)

ast
W SNEJIE SN (2.7)
2.1.2.4 Evaluations

In this section, we evaluate P4-Protect. First, we consider the achieved TCP goodput.
Then, we assess its impact on packet jitter.

1This means that an over ow of the sequence number range has to be considered.
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2.1.2.4.1 TCP Goodput We evaluate the achievable TCP goodput with P4-Protect on
the Edgecore Wedge 100BF-32X [Edg21]. To that end, we set up iperf3 [ipe] con-
nections between multiple client/server pairs connected through two disjoint paths and
measure their goodput. Each connection consists of 15 parallel TCP ows. Figure 2.2
shows the TCP goodput with P4-Protect with a varying number of client/server pairs
exchanging traf ¢ with iperf3.

Figure 2.2: TCP goodput with P4-Protect with a varying number of client/server pairs
exchanging traf ¢ with iperf3. Figure from [LMHMZ20].

The experiment was performed 20 times, and the 95% con dence intervals are pro-
vided. Three forwarding modes are considered, i.e., plain, unprotected, and protected.
Plain forwarding is a simpli ed IP forwarding plane without any protection that lever-
ages only a single path. Unprotected is the P4-Protect program without activated pro-
tection, i.e., traf ¢ is not duplicated. Protected is P4-Protect with activated protec-
tion, i.e., traf c is duplicated, sent via disjoint paths, and deduplicated. Less than four
client/server pairs cannot saturate a 100 Gb/s connection which is expected with default
TCP traf c. With four client/server pairs, a goodput of around 90 Gb/s is achieved.
This is less than 100% because the overhead of Ethernet, IP, and TCP is not part of the
goodput. All three forwarding modes lead to almost identical goodput. The goodput
for protected forwarding is slightly less than unprotected forwarding due to the header
overhead of P4-Protect.

2.1.2.4.2 Impact on Jitter =~ The PTE forwards the rst copy of each packet. To that

end, jitter on the individual paths may be smoothed. We verify this assumption through
the following experiment. Two hosts are connected through two disjoint paths with an
arti cial, adjustable, uniformly distributed jitter. We send pings between the hosts and
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measure the average round trip time (RTT). Figure 2.3 shows the impact of P4-Protect
on packet jitter.

Figure 2.3: Impact of P4-Protect on packet jitter. Figure from [LMHMZ20].

With unprotected traf c, the average RTT deviation corresponds to the con gured av-
erage jitter on the path. With P4-Protect, protected traf ¢ suffers only about half the
con gured jitter. Therefore, the PTE smoothes the experienced end-to-end jitter as it
forwards the rst version of each packet.

2.1.2.5 Conclusion & Discussion

With P4-Protect, we designed a 1+1 protection scheme that runs at high data rates,
smoothes experienced end-to-end jitter, and effectively protects against the failure of
individual paths. Further, it may be suited to be used across the Internet.

We published and presented P4-Protect [LMHMZ20] on the P4 Workshop in Europe
(EuroP4) in 2020 (see Appendix 1.1). Further, P4-Protect has been published as an
open-source implementation on GitRub

2.1.3 Robust LFA Protection for Software-De ned Networks (RoLPS)

This section summarizes the research results from Merling et al. [MLM21b]. This
publication is part of the additional content of this thesis. Therefore, it is only brie y
summarized. Further details can be found in the associated publication. First, the
research objective is introduced. Then, the work is summarized.

2https://github.com/uni-tue-kn/p4-protect-tofino
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2.1.3.1 Research Obijective

1+1 protection mechanisms like P4-Protect have the advantage that almost any packet
loss can be prevented. However, they also require at least twice the bandwidth as traf ¢
is replicated to two paths. Alternatively, there are 1:1 mechanisms. With 1:1 mecha-
nisms, traf c is forwarded through a primary path. Once an error is detected, the traf ¢

is transmitted along an alternative path.

In earlier work, Merling et al. [MBM18] augment the concept of LFAs [AZ08]. They
introduced so-called explicit LFA (eLFA) that leverage explicit tunnels to protect des-
tinations against failures that cannot be protected by other LFAs. Further, an advanced
loop detection (ALD) mechanism has been proposed to detect and stop routing loops
that may occur in the case of multiple network failures.

The goal of this work was to augment the existing eLFAs and improve the ALD mech-
anism so that it is implementable on P4 devices.

2.1.3.2 Summary

RoLPS augments the previously proposed eLFAs through multipoint-to-point rerouting
tunnels. Thereby, multiple eLFAs may share state in forwarding devices, such that
the overall required forwarding state is signi cantly decreased. Previously conducted
simulations regarding the coverage of different LFAs variants are updated and extended
with topology-independent LFAs (TI-LFAS). The results show that existing LFAs and
so-called remote LFAs (rLFAs) cannot protect all destinations against failures and that
forwarding loops may occur in the case of multiple network failures. Only eLFAs and
TI-LFAs are able to protect all destinations. Subsequently, an implementation of an
improved ALD mechanism as well as an implementation of LFAs, rLFAs, eLFAs, and
TI-LFAs for the Intel To no™ are presented. Hardware evaluations reveal that affected
traf c is successfully rerouted after a short restoration time of 0.6 ms, that routing loops
are detected and stopped, and that the implementation runs at 100 Gb/s per port.

We published RoLPS as a journal paper in the Special Section on Design and Manage-
ment of Reliable Communication Networks of IEEE Transactions on Network and Ser-
vice Management (TNSM) [MLM21b] (see Appendix 2.5) in 2021. The source code
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of the To no-based prototype has been published as an open-source implementation on
Github?®.

2.1.4 P4 In-Network Source Protection for Sensor Failover

This section summarizes and presents the research results from Lindner et at.JQHH
This publication is part of the additional content of this thesis. Further details can be
found in the associated publication. First, the research objective is introduced. Then,
the solution and evaluation results are explained.

2.1.4.1 Research Obijective

Systems in industrial settings, e.g., factory automation or autonomous driving, primar-
ily depend on information obtained from sensors. Therefore, several sensors may pro-
vide the same data to an application to prevent service disruption in the case of a sensor
failure. The receiving application may either use both data streams or rely on a single
data source until the primary stream fails, which increases the complexity of the appli-
cation and is prone to errors. The goal of this work was to develop an in-network sensor
failover mechanism that detects the failure of a primary sensor and delivers in turn the
data of a redundant sensor to the application.

2.1.4.2 Summary

In this work, we proposed two mechanisms to detect the failure of a periodic primary
sensor directly in the network. Upon failure detection, the data of a redundant sensor is
forwarded. The rst mechanism is based on a counter-based approach. For each arriv-
ing data portion from the redundant sensor, a counter is increased. In contrast, for each
arriving data portion of the primary sensor, the counter is set to zero. If the counter
exceeds a threshotdthe data of the redundant sensor is forwarded. The second mech-
anism leverages a timer-based approach and improves reliability in the case of unstable
sensor periods. With the timer-based approach, the timestamp of the last received pri-
mary sensor data portion is stored. Data from the redundant sensor is forwarded if

Shttps://github.com/uni-tue-kn/p4-Ifa
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the elapsed time since the last data from the primary sensor exceeds a given thresh-
old. The counter-based approach was implemented for the Intel To no™ whereas the
timer-based approach was implemented for the software switch BMv2.

This work [LHH" 20] has been published and presented at the International Work-
shop on Time-Sensitive and Deterministic Networking (TENSOR) in 2020 (see Ap-
pendix 2.1).

2.2 Support of Real-Time Communication

This section summarizes the research results of this thesis regarding the support of real-
time communication. This objective is separated into two categories. First, the ef cient
support of BIER in P4. The second category comprises concepts and algorithms for
data transmission with QoS requirements.

2.2.1 Efcient Support of BIER in P4

This section summarizes the research results of this thesis on the ef cient support of
BIER in P4. It comprises four publications. Two publications are part of the core
content of this thesis, and two are part of the additional content. First, an overview
of BIER is given. Then, the four publications are summarized. The rst publication
investigates and compares FRR methods for BIER. The second publication presents an
implementation of BIER and BIER-FRR in P4 for the software switch BMv2. In the
third publication, we implemented BIER and BIER-FRR on the hardware target Intel
To no™ and performed extensive evaluations. Finally, the fourth publication dramati-
cally increased the ef ciency of the BIER forwarding through the help of switch-intern
static multicast groups and an optimization based on machine learning.

2.2.1.1 BIER Overview

Traditional IP multicast (IPMC) is used when a sender wants to transmit the same
packet to multiple receivers. Examples of use cases are live-streaming, IPTV or nan-
cial stock exchange [NAC20]. Receivers can join so-called multicast groups, and the
sender addresses this multicast group as the packet recipient. The information which
network nodes require a packet copy for a given multicast group is propagated through
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the network with the help of multicast routing protocols. Thus, each node in the net-
work must store which neighbor needs a packet copy for which multicast group. On
the one hand, this requires a lot of memory. On the other hand, as soon as a multicast
group changes, e.g., because a new receiver has joined or another receiver has left the
group, this information has to be propagated again through the entire network.

Bit Index Explicit Replication (BIER) [WRD17] has been proposed by the Internet
Engineering Task Force (IETF) to solve the problems of traditional IPMC. BIER in-
troduces a domain concept where only ingress border routers, called Bit-Forwarding
Ingress Routers (BFIRS), need to know which receivers require a packet copy for a
given multicast group. Figure 2.4 illustrates the concept of BIER.

Figure 2.4: A BIER domain consists of a Bit-Forwarding Router (BFR), Bit-
Forwarding Ingress Router (BFIR), and Bit-Forwarding Egress Router
(BFER). lllustration from [Lin19] adapted from [MMWE18].

The original IPMC packet is encapsulated with a BIER header containing a so-called
BIER bitstring@. Each bit in the BIER bitstring corresponds to an egress border router,
called BFER, of the BIER domain. If the bit is activated, i.e., set to 1, it indicates
that the corresponding BFER requires a packet copy. This information is leveraged
by forwarding nodes of the BIER domain, called BFR. When a BFR receives a BIER
packet, it replicates and forwards it towards all destinations indicated by the BIER
bitstring @ @. Thereby, bits of BFERs that are reached via other neighboring BFRs
are cleared in the bitstring to prevent duplicates at the receiver. Forwarding takes place
along the paths of the routing underlay, e.g., paths computed by OSPF. Consequently,
a BFR only needs to know which BFER is reachable through which neighbor, which
is independent of the actual multicast group. Therefore, even when multicast groups
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change, there is no need to update the forwarding state on BFRs. Only the BFIRs

must be updated when multicast groups change. Finally, when a BIER packet reaches
a BFER, the BIER header is removed and the underlying IPMC packet is forwarded as

usual@®.

2.2.1.2 Comparison of Fast-Reroute Mechanisms for BIER-Based IP Multicast

This section summarizes the research results from Merling et al. [MLM20a]. This
publication is part of the additional content of this thesis. Therefore, it is only brie y
summarized. Further details can be found in the associated publication.

With [MLM20a] we developed and compared two approaches to protect BIER traf ¢
with FRR mechanisms. The rst mechanism is based on LFAs, similar to one of the
presented mechanisms of ROLPS (see Section 2.1.3). When a neighboring BFR is
not reachable, the BIER packet is forwarded to an alternative next-hop and the BIER
bitstring is adapted accordingly. The second mechanism is based on the protection
properties of the unicast routing underlay, e.g., IP-FRR. When a BFR is not reachable,
BIER packets are encapsulated with unicast tunnels towards the next-hop or next-next-
hop. Then, the routing underlay may use its own protection mechanisms to reroute the
packet to its destination, e.g., with LFAs. When the neighboring BFR is reached, the
unicast tunnel is removed and the original BIER packet is forwarded.

This work [MLM20a] has been published and presented at the International Conference
on Software De ned Systems (SDS) in 2020 (see Appendix 2.2). In addition, the results
of this work have been brought to standardization in the form of Internet drafts [MM19]
[CML™22].

2.2.1.3 P4-Based Implementation of BIER and BIER-FRR for Scalable and
Resilient Multicast

This section summarizes the research results from Merling et al. [MLM20b]. This
publication is part of the additional content of this thesis. Therefore, it is only brie y
summarized. Further details can be found in the associated publication and in the fol-
lowing section where the hardware implementation of BIER is described.
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2.2.1.3.1 Research Objective ~ The objective of this work was the implementation of
BIER and BIER-FRR in P4 for the software switch BMv2 [p4119]. At the time of this
work, it was unclear whether BIER's iterative processing method could be implemented
in P4. The rst prototype was the result of my Master thesis [Lin19]. After its nal-
ization, | continued with concept enhancement and the development of an improved
prototype which was the basis for this publication.

2.2.1.3.2 summary When a BFR receives a BIER packet, it iteratively serves all re-
guired next-hops indicated by the BIER bitstring. Conceptually, this could be done by
iteratively serving the least signi cant activate bit. However, P4 does not support loops.
Therefore, we leveraged the concept of recirculation. With recirculation, a packet
is placed at the beginning of the P4 processing pipeline instead of being transmitted
through an egress port. Therefore, a packet can be processed multiple times to imple-
ment a loop-based processing logic. When a BFR receives a BIER packet, it selects
the next-hop for its least signi cant activated bit through a MAT. Then, the packet is
cloned. The original packet is forwarded to the selected next-hop and the packet copy
is recirculated so that it can be processed a second time. Further, BIER-FRR via unicast
tunnels was implemented as explained in Section 2.2.1.2.

This work has been published as a journal paper in Journal of Network and Computer
Applications (JNCA) [MLM20b] (see Appendix 2.3) in 2020. The source code of the
BIER prototype has been published as open-source implementation on‘Github

2.2.1.4 Hardware-Based Evaluation of Scalable and Resilient Multicast With
BIER in P4

This section summarizes and presents the research results from Merling et al. [MLM21a].
This publication is part of the core content of this thesis. Further details can be found
in the associated publication. First, the research objective is introduced. Then, the
solution and evaluation results are explained.

2.2.1.4.1 Research Objective  Although the prototype of [MLM20b] demonstrated that
BIER can be implemented in P4, it was still unclear whether BIER can be ef ciently
supported in high-performance hardware. Software switches such as the BMv2 [p4119]

4https://github.com/uni-tue-kn/p4-bier
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have almost unlimited exibility regarding the complexity of packet processing as ev-
erything is done entirely in software. Consequently, they only provide throughput in
the order of a few Gb/s, which is unsuitable for network operators. In contrast, hard-
ware targets like the Intel To no™ ASIC provide high throughput but have restrictions
on the number of operations that can be applied per packet. Further, Intel To no™
implements the To no Native Architecture (TNA) whereas the software switch BMv2
implements a different architecture. This work aimed to implement and evaluate BIER
and BIER-FRR for the Intel To no™ ASIC.

2.2.1.4.2 Implementation Concept  Figure 2.5 illustrates the iterative BIER forwarding
of a packet that has to be forwarded to three neighboring BFRs.

Figure 2.5: Iterative BIER processing. Figure from [MLM21a].

In each pipeline iteration, the next-hop for the least signi cant activate bit in the BIER
bitstring is determined through a MAT. Afterwards, the packet is cloned to a so-called
recirculation port which allows processing in a second pipeline iteration. The already
processed bits in this iteration are cleared from the BIER bitstring in the packet copy.
The original packet is sent to the determined next-hop, and the packet copy is processed
similarly until no activated bits are left in the BIER bitstring.

With this approach, a BIER packet withnext-hops requires 1 packet copies and
recirculations. However, each port of the Intel To no™ 1 can only process 100 Gb/s.

SA recirculation port is a port in loopback mode. When a packet reaches the end of the egress processing
pipeline of a recirculation port, it is immediately placed in its ingress again for further processing.
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Hence, when 100 Gb/s incoming BIER traf ¢ should be replicated to three neighboring

BFRs, 200 Gb/s additional traf ¢ has to be processed on the recirculation port, which

exceeds its processing capacity. To solve this problem, we turn physical ports into
recirculation ports. This provides an additional 100 Gb/s processing capacity per port.
However, these ports cannot be used for any other traf c. When performing the clone
operation, we use a round-robin-based method to utilize all available recirculation ports
evenly.

2.2.1.4.3 Evaluations We evaluate the throughput of the BIER P4 implementation on
the Edgecore Wedge 100 BF-32X [Edg21] which is based on the Intel Tono™ 1.
Details on the hardware setup can be found in [MLM21a].

We send 100 Gb/s BIER traf ¢ with a different number of next-hops and available
recirculation ports to the Intel To no™ and measure the achieved throughput at the last
receiver. The last receiver has the highest drop probability when insuf cient processing
capacity is available. Figure 2.6 illustrates the results.

Figure 2.6: End-to-end BIER throughput on the last receiver with 100 Gb/s incoming
BIER traf c. Figure from [MLM21a].

We compare the end-to-end throughput with native IPMC. With native multicast, line
rate, i.e., 100 Gb/s, can be achieved independent of the number of recirculation ports
and next-hops. With a single recirculation port umte= 2 next-hops can be served
with line rate, as a packet with next-hops requires 1 recirculations. A single
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recirculation port does not provide suf cient processing capacitynfor 2 next-hops.
Packets are dropped if the processing capacity is exceeded which leads to reduced end-
to-end throughput with an increasing number of next-hops. With three recirculation
ports, up ton = 4 next-hops can be served with line rate.

In reality, BIER traf c may take only a small fraction of the overall traf c. To that end,
we perform simulations to determine the required number of addifieaairculation
ports with a varying fractioma = f 1; 2:5; 5; 10g% of BIER traf ¢ and a varying number
of next-hops for 100 Gb/s incoming traf c. Figure 2.7 illustrates the results.

Figure 2.7: Number of required additional physical ports in loopback mode with a vary-
ing fraction of BIER traf c and a varying number of next-hops. Figure from
[MLM21a].

For a small fraction of BIER traf ¢ (1%), the internal recirculation port is suf cient to
serve up to 13 next-hops. With an increasing number of next-hops and BIER traf c,
more recirculation capacity and additional recirculation ports are required. Therefore,
depending on the overall fraction of BIER traf ¢, only a few additional recirculation
ports may be required to prevent packet loss for BIER-based multicast. Additional
evaluations can be found in [MLM21a].

SInternal recirculation ports are not counted as additional ports.
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2.2.1.4.4 Conclusion & Discussion We implemented BIER and BIER-FRR on the In-

tel Tono™ and evaluated its end-to-end throughput. Hardware experiments showed
that the implementation is able to support line rate processing. Further, we presented
simulations to determine the required number of additional recirculation ports depend-
ing on the fraction of BIER trafc. If the fraction of BIER traf c is high, several
physical ports have to be used as recirculation ports to guarantee line rate processing.
These ports cannot be used for regular unicast traf c.

The results have been presented at IETF 108 in the BIER working group and have been
published as a journal paper in IEEE Access [MLM21a] (see Appendix 1.2) in 2021.

2.2.1.5 Learning Multicast Patterns for Ef cient BIER Forwarding with P4

This section summarizes and presents the research results from Lindner et al. [LMM23].
This publication is part of the core content of this thesis. Further details can be found

in the associated publication. First, the research objective is introduced. Then, the
solution and evaluation results are explained.

2.2.1.5.1 Research Objective ~ With [MLM21a], we presented a P4-based BIER proto-
type that is able to forward BIER traf c at line rate. To do so, the implementation turned
physical ports into recirculation ports to provide enough processing capacity to itera-
tively serve one next-hop after another. If not enough processing capacity is provided,
BIER packets may be lost. The goal of this work was to reduce the required number of
recirculations to save processing capacity and, therefore, to increase the ef ciency of
the P4-based BIER implementation on the Intel To no™ ASIC.

2.2.1.5.2 Concept Most P4 architectures, such as the TNA [Int21], de ne the concept

of switch-intern static multicast groups. A switch-intern static multicast group contains

a set of egress ports to which a packet is replicated without recirculation. Such a static
multicast group is con gured through the control plane. We leverage this concept to
replicate a BIER packet to multiple next-hops without recirculation, which saves pro-
cessing capacity. However, a BIER packet may need to be replicated to any subset of
available next-hops / egress ports. To serve each subset of ports with a static multicast
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group, 2% different static multicast groups are required on a 32 port switch, which ex-
ceeds the available number of static multicast gréupkerefore, we propose to divide
the ports of a switch in so-called con gured port clust€s fCy;:::; C,g such that

all con gured port clusters together cover all ports of the switch. All combinations of
ports within a con gured port cluster are installed as static multicast groups. On a 32
port switch with three con gured port clusters of sizEl, 11, 1@, this requires at most

21t + 211 4+ 210 = 5:120static multicast groups, which is well feasible on the Intel
Tono™.

When a BIER packet is received, the set of con gured port clusters that need to be
served is determined based on the BIER bitstring. Then, for each selected con gured
port cluster, an appropriate static multicast group is used to replicate the packet to all re-
quired next-hops within this con gured port cluster without recirculation. The selected
con gured port clusters are iteratively served through recirculation. Consequently, with
k con gured port clusters, a BIER packet withnext-hops is recirculated at mdst 1

times instead ofi 1 times, which signi cantly reduces the number of recirculations.

2.2.1.5.3 Optimization ~ With k randomly selected con gured port clust&rsit most

k 1 recirculations are required per BIER packet. However, multicast traf ¢ (and
therefore BIER traf c) that utilizes random ports is unrealistic as end-users in certain
regions may have common interests and share the same multicast groups, e.g., in case
of IPTV. Consequently, some ports of a switch are more likely to be used together for a
BIER packet than others, which we call port correlation. If a BIER packet requires only
a few different con gured port clusters, i.e., it is likely that all ports of a BIER packet
are within a single or at most two con gured port clusters, then the average number of
recirculations is smaller thdn 1. Hence, the average number of recirculations is low
when ports within a con gured port cluster have a high port correlation and ports in
different con gured port clusters have a low port correlation.

We optimize the selection of con gured port clusters through clustering, an unsuper-
vised machine-learning method. To that end, we sample BIER packets at a switch and
inspect their BIER bitstring. Based on the BIER bitstring, we derive the set of egress
ports that need to be served for this BIER packet. We embed this information in a graph
structure where each node represents a port of a switch. The graph is fully connected,

Intel To no ™ 1 support at mos2® static multicast groups [Int21].
8Such that all of them together cover all ports of a switch.
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2 Results & Discussion

and the edges have weights. All weights are initially zero. Figure 2.8a and Figure 2.8b
illustrate how two sampled BIER packets with pdris 2, 3j andf 4, 5 are embedded
on a 5-port switch.

(a) The edge weights betweéd, 2g, f1, 3, (b) The edge weight betweé#d, 5gis increased
andf 2, 3g are increased by one. by one.

Figure 2.8: A full-mesh graph is augmented by port information from sampled packets:
high edge weights indicate port pairs that frequently occur together in a
BIER packet. Figures from [LMM23]. ©2022 IEEE.

For each port pair in a BIER packet, the corresponding edge in the graph embedding
is increased by one. As a consequence, ports with high correlation, i.e., they are fre-
quently used together to serve all next-hops of a BIER packet, have high edge weights.
Ports with lower correlation have lower edge weights. We apply clustering methods
based on Spectral Clustering [vLO7] to build clusters, such that ports within clusters
have high edge weights, and ports in different clusters have small edge weights. Clus-
ter selection is further constrained by an upper bound on the available number of static
multicast groups. Details on the clustering algorithms can be found in [LMM23].

2.2.1.5.4 Evaluations We evaluate the ef ciency of three different proposed port clus-
tering algorithms. The rst algorithm is based on randomly selected con gured port
clusters (R). The second algorithm is a clustering method based on Spectral Cluster-
ing (PCSC). The last algorithm is an enhanced clustering algorithm based on Spectral
Clustering (RPCO) that also allows to build overlapping clusters, i.e., some ports are
part of multiple clusters. We generate arti cial BIER traf avith 4.5 next-hops on
average and different port correlation® f 0:7; 0:9; 0:99g. Large values op indicate

strong port correlation, and lower valuespahdicate less port correlation. Further, we
restrict the number of con gurable static multicast grompsax . The original BIER

For details on the traf ¢ model, see [LMM23].
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2.2 Support of Real-Time Communication

forwarding algorithm of [MLM20b] and [MLM21a] corresponds t0,,.x = 0. The
experiment is conducted 100 times, and average values are reported. Figure 2.9 illus-
trates the results.

Figure 2.9: Average number of recirculations per packet for BIER traf ¢ with 4.5 next-
hops on average. Figure from [MLM21a]. ©2022 IEEE.

BIER traf ¢ with 4.5 next-hops on average requires 3.5 recirculations per packet with-
out static multicast groupsmmax = 0). The average number of recirculations per
packet decreases with an increasing number of usable static multicast groups for all
algorithms and port correlatioqs The advanced algorithms (PCSC & RPCO) outper-
form the random clustering algorithm and are able to eliminate almost all recirculations
with high port correlation anthay 1024 Advanced evaluations can be found in
[LMM23].

2.2.1.5.5 Conclusion & Discussion We proposed an advanced BIER forwarding mech-
anism that leverages static multicast groups to reduce the required number of recircu-
lations to save processing capacity. Further, unsupervised machine learning techniques
have been used to optimize the selection of so-called con gured port clusters. Simula-
tions and hardware experiments show that the proposed mechanisms greatly reduce the
required number of recirculations. The mechanism has been implemented on the Intel
To no™ ASIC and runs at line rate.

The results have been presented at IETF 115 in the BIER working group and have been
published as a journal paper in IEEE Transactions on Network and Service Manage-
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ment (TNSM) [LMM23] (see Appendix 1.4) in 2023. The source code of the To no-
based prototype has been published as an open-source implementation oA°Github

2.2.2 Data Transmission with QoS Requirements

This section summarizes the research results of this thesis on data transmission with
QoS requirements. It comprises four works. Two works are part of the core content of

this thesis, and two are part of the additional content. First, foundations of data trans-

mission with QoS requirements are given. Then, the four works are summarized.

2.2.2.1 Foundations

Communication networks usually offer BE service, i.e., all data packets are treated the
same. Therefore, data backups may experience the same end-to-end delay as Voice over
IP (VoIP) telephony. If traf c is temporarily delayed due to network congestion, the
backup is not affected, but VoIP telephony may no longer be possible in a meaningful
way. These different demands are called Quality of Service (QoS) requirements. Traf ¢
scheduling in combination with active queue management (AQM) tackles this problem
by replacing the default rst-in- rst-out (FIFO) queue behavior with more advanced
gueuing and scheduling decisions, e.g., real-time traf c may be placed in another queue
than common network traf c.

A recent approach to support data transmission with QoS requirements is TSN. TSN is
an enhancement of Ethernet and provides various mechanisms to guarantee QoS re-
guirements, e.g., traf ¢ shaping and policing. The sender in a TSN domain is called
talker whereas the receiver is called listener. Before a talker transmits its data, it signals
its QoS requirements to the network. The network then con gures itself in a distributed
manner or through a central component such that the QoS requirements can be ful-
lled.

2.2.2.2 Alternative Best Effort (ABE) for Service Differentiation: Trading Loss
versus Delay

This section summarizes and presents the research results from Lindner et al. [LPM23].
This publication is part of the core content of this thesis. Further details can be found

Onhttps://github.com/uni-tue-kn/rpco
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2.2 Support of Real-Time Communication

in the associated publication. First, the research objective is introduced. Then, the
solution and evaluation results are explained.

2.2.2.2.1 Research Objective  Increasing buffer sizes in network devices lead to tem-
porary long end-to-end delays [GN11], which may break the QoS requirements of
some applications. The differentiated services framework (DiffServ) [BEST was
introduced to allow for service differentiation in IP networks. With DiffServ, some
traf c may be forwarded with higher priority to achieve its QoS requirements whereas
lower priority traf c may receive worse service than without DiffServ. In this work,
we revisited the idea of Alternative Best Effort (ABE) [HLTKO1], which introduces a
bounded-delay service class next to BE. A unique property of this service class is that
low-delay forwarding of ABE traf ¢ must not impede BE traf c. The goal of this work
was to design and implement a novel packet scheduler in the Linux network stack that
allows low-delay forwarding for ABE traf ¢ without degrading the performance of BE
traf c.

2.2.2.2.2 Concept We propose Deadlines, Saved Credits, and Decay (DSCD) as a
novel packet scheduler for ABE and BE traf c. With DSCD, ABE traf c is forwarded
with a signi cantly lower delay than BE but may experience higher packet loss. In
contrast, BE traf c is forwarded as usual and receives the same service as in a pure BE
system. A DSCD-based network device utilizes two FIFO queues, one to enqueue BE
traf c and one to enqueue ABE traf c. Further, it leverages a so-called credit queue
and two class-speci c credit counters. Figure 2.10 illustrates the concept of DSCD.

Packets are assigned to a speci ¢ service class, i.e., ABE or BE, by the sender with the
DiffServ code point (DSCPJ. When a packet is received by a DSCD-based network
device, it is enqueued in an ABE or BE queue, depending on the DSCP value. Further,
ABE packets are equipped with a con gurable deadligevhich gives an upper bound

on the experienced queuing delay. When a packet is enqueued, a so-called credit ele-
ment is created and placed in the credit qu@ueA credit element preserves the right

to send a number of bytes. To that end, it consists of a size and a service class, i.e., a
1500 byte ABE packet creates a 1500 byte credit element with service class ABE. A
packet with sizes is dequeued when its class-speci ¢ credit counter has at least value

s @. When both credit counters are too low to dequeue a packet, a credit element is
removed from the credit queue, and its associated credit counter is increased by its size

1IDSCP is set through the ToS eld in the IP header.
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2 Results & Discussion

Figure 2.10: Concept of DSCD. An incoming packet is enqueued in its class-speci c
gueue. If enough service credit is available, the packet is dequeued.
ABE packets that exceed their maximal delay are dropped. Figure from
[LPM23]. ©2022 IEEE.

©®. ABE packets that exceed their deadline are dropped, but their credit remains in the
system for some time. Therefore, subsequent ABE packets can be served earlier than
their BE counterparts. The FIFO order of the credit queue ensures that BE packets are
no longer delayed than in a pure BE system. Hence, low-delay forwarding of ABE
traf c does not impede BE traf c, as ABE packets utilize the transmission rights of
previously dropped ABE packets.

2.2.2.2.3 Credit Devaluation ~ Stored credit from dropped ABE packets may remain in
the system for an in nite time. This may incentivize users to send unnecessary data to
provoke packet loss and accumulate credit for later use. Further, credit should only be
used during congestion periods and vanish afterwards. To that end, storedcgsedit
devaluated exponentially over time according to Equation 2.8, wheis the elapsed

time since the last devaluation ands the devaluation rate.

c=ce ! (2.8)

The devaluation rate is con gured through its half-life time, = (2

half-life timet;, only half the credit is still available.

, i.e., after one
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2.2.2.2.4 Implementation in the Linux Network Stack We implemented DSCD in the
Linux network stack as queuing discipline (QDic) To that end, we developed an

ef cient approximation of the exponential function for the credit devaluation as the
Linux kernel only supports integer arithmetic. Further, a bandwidth estimation algo-
rithm has been developed that works well even at moderate link utilization. Details on
these implementations can be found in [LPM23].

We evaluate the ef ciency of the DSCD implementation through the following exper-
iment. We send TCP traf c in a 100 Gb/s environment and measure its achieved TCP
goodput and the CPU load on the DSCD device. We compare the results of DSCD with
various other existing QDiscs in the Linux kernel. Table 2.1 shows the results.

Table 2.1: TCP goodput and CPU load of various Linux QDiscs. Table from [LPM23].

©2022 IEEE.
QDisc TCP goodput (Gb/s) CPU load (%)
DSCD 89.08 36.27
FQ-CoDel 89.02 38.99
FQ-PIE 89.00 44.21
SFQ 89.03 38.72
p fo 89.06 35.41

All considered QDiscs achieve around 89 Gb/s TCP goodput which is less than 100
Gb/s due to header overhead. DSCD and p fo have the lowest CPU load with 36.27%
and 35.41%. The results show that the DSCD implementation is ef cient and compa-
rable to other Linux QDiscs.

2.2.2.2.5 Evaluations We study DSCD's impact on packet loss and queuing delay for
ABE and BE trafc. To that end, we send non-adaptive traf c, i.e., traf c that does
not react to congestion signals, to investigate DSCD's properties without the in uence
of adaptive protocols such as TCP. We model the network traf ¢ such that it includes
traf ¢ bursts. A traf c burst is a period of time where data is sent at higher rates than
usual, which may lead to congestion in the network. We generate traf c with an offered
load of 2 f 0:95; 1:2g, where 90% of the traf c is labeled as BE and 10% as ABE.

12QDiscs are implemented in the C programming language and perform tasks such as traf ¢ shaping,
packet classi cation, or packet dropping. They are located in the Linux kernel space and can perform
almost arbitrary operations on packets.

13Floating point operations either require context switches to the user space or manually saving and
restoring oating point registers.
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2 Results & Discussion

With = 0:95, traf c is sent on average with 95% of the bottleneck bandwidth but may
exceed the bottleneck bandwidth during a burst period. With1:2, the network is
overloaded most of the time. Further, we vary the half-life timé& f 0:01; 0:1; 1; 10g

s and the maximal queuing deldy 2 f 5; 10g ms. Details on the testbed setup can be
found in [LPM23]. Figures 2.11a and Figure 2.11b illustrate the experienced queuing
delay and packet loss for ABE and BE traf c.

(a) Queuing delay.

(b) Packet loss.

Figure 2.11: Queuing delay and packet loss for non-adaptive traf ¢ with bursts. Figures
from [LPM23]. ©2022 IEEE.

For = 0:95 both ABE and BE experience only a small queuing delay (see Figure
2.11a). ABE experiences signi cantly less queuing delay than BE but faces higher
packet loss as shown in Figure 2.11b. With= 1:2, both ABE and BE face high
packet loss as the network is constantly overloaded. BE traf c is queued for around 20
ms whereas ABE experiences at most 5 ms queuing delay. Higher valligéeaid to

higher queuing delay as packets remain longer in the queue. A higher half-liféptime
leads to less queuing delay and packet loss as stored credit is devaluated at a lower rate.
The experiment validates DSCD's core property, i.e., that ABE is forwarded with low
delay at the expense of higher packet loss whereas BE traf c receives the same service
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as in a pure BE system. Advanced evaluations that take adaptive transport protocols
and different fractions of ABE and BE traf c into account can be found in [LPM23].

2.2.2.2.6 Conclusion & Discussion We proposed a novel packet scheduler called Dead-
lines, Saved Credits, and Decay (DSCD) that allows low-delay forwarding for ABE
traf ¢ without impeding BE traf c. It is based on the concept of credit elements to pre-
serve the right to send a certain amount of bytes. DSCD was implemented in the Linux
network stack and side products of the implementation were an ef cient approximation
of the exponential function and a bandwidth estimation algorithm that even works at
moderate link utilization. Extensive hardware-based evaluations with up-to-date proto-
col stacks con rm DSCD's core properties.

This work has been published as a journal paper in IEEE Transactions on Networking
(ToN) [LPM23] (see Appendix 1.3) in 2023. The source code of the DSCD implemen-
tation has been published as an open-source implementation on &ithub

2.2.2.3 RAP Extensions for the Hybrid Con guration Model

This section summarizes the research results from Osswald et al. [OLWM21]. This
publication is part of the additional content of this thesis. Therefore, it is only brie y
summarized. Further details can be found in the associated publication.

2.2.2.3.1 Research Objective ~ The Resource Allocation Protocol (RAP) is used in fully
distributed TSN domains to signal stream reservation requests. In addition to the
fully distributed con guration model, TSN supports the fully centralized con gura-
tion model, and the centralized network/distributed user, also called hybrid, con gura-
tion model. The fully centralized con guration model leverages other means to signal
stream reservation requests. The goal of this work was to analyze and extend RAP such
that it can be used in the hybrid con guration model.

2.2.2.3.2 summary A talker in a TSN domain sends a so-called Talker Announce At-

tribute (TAA) to announce its stream requirements to the network. Similarly, the lis-
tener sends a so-called Listener Attach Attribute (LAA). Analysis of the included infor-
mation in the TAA and LAA showed that RAP lacks some important properties which

Yhttps://github.com/uni-tue-kn/dscd-linux-qdisc
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are required to support all available TSN mechanisms in a TSN domain which uses
the hybrid con guration model. For example, the earliest/latest transmit time cannot be
signaled which is required for the Time-Aware Shaper (TAS) [80216] mechanism. Sub-
sequently, it is proposed to extend RAP such that the missing information is included.
Further, Osswald et al. [OLWM21] propose a software architecture for a Centralized
User Con guration (CUC) component.

This work [OLWM21] has been published and presented at the International Confer-
ence on Emerging Technologies and Factory Automation (ETFA) in 2021 (see Ap-
pendix 2.4).

2.2.2.4 A Survey of Scheduling Algorithms for the Time-Aware Shaper in
Time-Sensitive Networking (TSN)

This section summarizes the research results frarbeStet al. [SOLM23]. This work
is part of the additional content of this thesis. Therefore, it is only brie y summarized.
Further details can be found in the associated work.

2.2.2.4.1 Ssummary The Time-Aware Shaper (TAS) [80216] enables the transmission

of real-time traf ¢ with strict QoS requirements, e.g., zero queuing delay and jitter. In
TSN, packets are enqueued in one of up to eight transmission queues depending on
their priority. With TAS, so-called gates control which transmission queue is eligible
for transmission at a given time, which is called schedule. The calculation of such a
schedule is NP-complete [Ste10]. This work surveys the currérdlailable litera-

ture for TSN schedule computation. Research works are categorized and compared
according to their modeling assumptions and open problems in the research eld are
identi ed. This work has been published as a journal paper in IEEE Access [SOLM23]
(see Appendix Appendix 2.7) in 2023.

2.2.2.5 PATG: 1 Tb/s Traf c Generation for Ethernet/IP Networks

This section summarizes the research results from Lindner et al. [LHM23]. This work

is part of the core content of this thesis. Further details can be found in the associ-
ated publication. First, the research objective is introduced. Then, the solution and
evaluation results are explained.

15Until March 2023.
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2.2.2.5.1 Research Objective  Traf c generators (TGs) are widely used to evaluate the
performance of novel network equipment and protocols. To that end, they generate
layer-2 (L2)/layer-3 (L3), i.e., Ethernet and IP, packets and measure the achievable
transmission rates and other metrics. TGs are either software-based or hardware-based.
Software-based TGs are highly exible and customizable to individual needs but pro-
vide only support for low data rates. Hardware-based TGs support high data rates and
generate traf c precisely, but are very expensive, up to several tens of thousands of dol-
lars for 100 Gb/s support. Some offer additional functionality, e.g., means to debug and
verify optical connectivity. In contrast, an Intel To no™ 1 with 3.2 Th/s processing
capacity costs less than eight thousand doffars

This work aimed to design and implement a low-cost traf ¢ generator based on the Intel
To no™ that can generate up to 1 Tb/s traf c, including a wide range of measuring
capabilities.

2.2.2.5.2 PATG Overview PA4TG is a 1 Th/s hardware-based TG based on the Intel

To no™ ASIC. PATG provides two different modes: generation and analysis. In gen-
eration mode, PATG can generate up to 10x 100 Gb/s network traf c. Traf c is sent
through speci ed output ports and may be fed back to its input ports, possibly through
other equipment. P4TG measures the transmission and reception rates and records
packet loss, out-of-order packets, round trip time (RT,Tinter-arrival times (IATs),

frame sizes, and frame types. Further, random traf c can be generated. In analysis
mode, P4TG forwards traf ¢ received on an input port to an output port and similarly
analyses the received traf c. PATG can be con gured through a web-based interface.

2.2.2.5.3 Implementation Concept  Intel To no™ comes with integrated traf ¢ gener-

ation capabilities. Thereby, an interval can be speci ed in which a given byte sequence
should be generated. We leverage this functionality and augment it with extensive mea-
suring capabilities in the data plane. To that end, a generated packet is equipped with a
special P4TG header, as shown in Figure 2.12.

The PATG header consists of a sequence number used to identify out-of-order and lost
packets, a transmission timestamp used to determine the RTT, and a stream identi ca-
tion eld used to identify the corresponding stream.

16As of January 2023.
"The RTT is the time between the transmission of a packet on an output port and its reception on an
input port.
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Figure 2.12: Generated packets are equipped with an Ethernet, IPv4, UDP, and P4TG
header. Figure from [LHM23].

The transmitted and received bytes on layer-1 {£.ahd L2 are accumulated in a 64-bit
register per port. They are used together with precise hardware timestamps to calculate
transmission rates. Likewise, counters for detected out-of-order and lost packets are
incremented in the data plane. Further, RTTs and IATs are sampled by the control
plane to create statistics. Implementation details can be found in [LHM23].

2.2.2.5.4 Evaluaton We evaluate P4ATG's rate generation accuracy on a singlé’port
and compare it with the software-based TG TRex [TRe22] and the hardware-based
TG EXFO FTB-1 Pro [EXF19]. The prototype is implemented on the Edgecore Wedge
100 BF-32X [Edg21] which is based on the Intel Tono™ 1. We con gure a target
rateRy,e. ON the TGs and measure the achieved relative L1 rate. Table 2.2 shows the
results.

Table 2.2: Measured L1 rate relative to target Rg, ., . Table from [LHM23].

Gen. method fL2 (byte) Rirger (Gb/s)
0.001 10 50 75 100
PATG 64 100.00 100.00 99.38 99.37 99.98
256 100.00 99.80 99.92 99.77 99.92
TRex 64 99.99 100.00 100.00 91.30 68.48
256 100.00 99.96 99.94 83.66 61.92
EXEO 64 100.00 100.00 100.00 100.00 100.00
256 100.00 100.00 100.00 100.00 100.00

PATG is capable of generating up to 100 Gb/s with a minimal frame siz&pf= 64
byte with high accuracy. In contrast, the software-based TG TRex safiiratesound

8Frame sizes on L1 include a preamble and inter-frame gap (additional 20 bytes).
19P4TG can generate traf ¢ on up to 10 ports.
20The experiment was conducted on a VM with 10 Intel(R) Xeon(R) Gold 6134 CPU cores.
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68 Gb/s for 64-byte frames. The hardware-based commercial TG EXFO precisely gen-
erates the con gured target rates.

PATG further supports the generation of random traf c, i.e., traf ¢ with exponential dis-
tributed IATs. To that end, traf c is generated at line rate and dropped with a con gured
probability p, which resembles a geometric distribuiénWe send traf ¢ with target
ratesRi;r.e, 2 f 50,759 Gb/s, sample the IATs, and compare the distribution of the
samples with the theoretical geometric distribution and the corresponding exponential
distribution. Figure 2.13a and 2.13b show the complementary cumulative distribution
function (CCDF) of the sampled IATs.

(@) RkLe; =50 Gbis (b) Riler =75 Gbis

Figure 2.13: CCDF of IATs with random traf ¢ with 64 byte frames. Figures from
[LHM23].

Both CCDFs match with the theoretically expected distributions. The deviation to the
exponential distribution can be explained by the fact that IATs are bounded by the
smallest possible frame size whereas they are unbounded in the case of the exponential
distribution. Further evaluations can be found in [LHM23].

2.2.2.5.5 Conclusion & Discussion We presented P4TG, a 1 Th/s traf c generator
based on the Intel To no™. PATG measures data rates, out-of-order packets, packet
loss, RTTs, IATs, frame sizes, and frame types directly in the data plane for the highest
possible accuracy. Further, it supports the generation of random traf ¢ and allows ex-
ternal traf c analysis. P4ATG comes with clearly lower costs than other hardware-based
TGs. It may also be suited for traf ¢ generation at even higher rates (up to 400 Gb/s
per port) with Intel To no™ 2 and Intel To no™ 3.

21The geometric distribution is the discrete approximation of the exponential distribution.
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This work has been published as a journal paper in IEEE Access [LHM23] (see Ap-
pendix 1.5) in 2023. The source code of the PATG implementation has been published
as open-source implementation on Gitkub

2?nhttps://github.com/uni-tue-kn/P4TG
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3 Additional Scienti ¢ Work

This chapter summarizes additional scienti ¢ contributions, which have been made dur-
ing my doctoral studies besides the publications presented in Chapter 2.

3.1 Workshop Organization

In 2020, | co-organized the 2nd KuVS Fachgésgr Network Softwarization and the

1st ITG Workshop on IT Security (ITSec) at the Eberhard Karls Univerdityiiigen.

Both workshops aimed to bring researchers and industry experts together to discuss
the latest advances in network softwarization and IT security. The workshops com-
prised several keynote speeches, technical sessions, and panel discussions. Due to the
COVID-19 pandemic, the workshops were held virtually. Based on the success of
the 2nd KuVS Fachges@ch Network Softwarization in 2020, we also hosted the 3rd
KuVS Fachgesgch Network Softwarization where | was again part of the organization
team.

3.2 Research Proposals

| was involved in the creation of the DFG research proposal "Resilient Communication
with Programmable Hardware (ReCoPro)” for the priority program "Resilience in Con-
nected Worlds — Mastering Failures, Overload, Attacks, and the Unexpected (Resilient
Worlds)” (SPP 2378) which has been granted at the end of 2022. Further, | was part of
the management team for the Collaborative Project KITOS (support code 16KIS1161)
at our chair and was responsible for technical reports and project deliverables.
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3.3 Thesis Supervision

| supervised ve Master theses and four Bachelor theses during my doctoral studies.
Topics included the design and implementation of P4 programs and algorithms, litera-
ture overviews for topics currently outside the scope of the chair, and concepts and time
plans for future teaching courses. The titles of the supervised theses are listed below.

B.Sc. Comparison and Analysis of Data Center Routing with RIFT and OSPF

M.Sc. Implementation and Evaluation of an Alternative Best Effort Traf c Scheduler in
the Linux Network Stack

M.Sc. Design and Implementation of a RAP Prototype for the Centralized Network/Distributed
User Model in TSN

B.Sc. Entwurf und Analyse eines Software-Projeki@sdas Tbinger Teamprojekt:
Implementierung eines DNS Servers

B.Sc. Design and Implementation of a Web-Based Visualization Tool for Network Plan-
ning in Time-Sensitive Networking

M.Sc. Autonomous Integration of TSN-Unaware Applications with QoS Requirements
in TSN Networks

M.Sc. Implementierung von Per-Stream Filtering and Policiimglime-Sensitive Net-
working auf einem 100G&higen Switch mithilfe von P4

B.Sc. Designund Implementierung einer generischen Control PlanelGB4fprogrammierbare
Switche

Four of the supervised Master theses have laid the foundation for the start of indepen-
dent Ph.D. topics of new co-workers.

3.4 Miscellaneous

During my doctoral studies, | supervised the lectures "Grundlagen des Internets” (4
times) and "Programmierprojekt” (4 times). | gave lectures on selected topics in our
course "Network Softwarization” (2 times). Further, | co-organized a weekly research
seminar where younger co-workers presented their research progress and new research
ideas were discussed.
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In 2021, | co-authored the IETF Internet draft "BIER Fast ReRoute” [CIZ2] of the
BIER working group that may be adopted as an active working group document.

From 2021-2023, | was a reviewer for the following international journals, magazines,
conferences, and workshops:

 Journal of Optical Communications and Networking (2021)

* International Conference on High-Performance Switching and Routing (HPSR
2021)

* International Conference on the Design of Reliable Communication Networks
(DRCN 2021)

» |[EEE Transactions on Network and Service Management (2020, 2022, 2023)

» |EEE/IFIP Network Operations and Management Symposium (NOMS 2020)

Finally, | gave several talks about current research topics at national workshops, aca-
demic salons, and the IETF. The titles of the talks are listed below.

» S. Lindner, M. Haeberle, D. Merling, and M. Menth: P4-Protect: 1+1 Path
Protection for P4, 2nd KuVS Fachgeaph Network Softwarization, tibingen,
Deutschland, April 2020.

* H. Chen, M. McBride, S. Lindner, M. Menth, A. Wang, G. Mishra, Y. Liu, Y.
Fan, L. Liu, X. Liu: BIER Fast Reroute, IETF 111, Juli 2021.

* D. Merling, S. Lindner, M. Menth: Robust LFA Protection for Software-De ned
Networks (RoLPS), 3rd KuVS Fachge&ph "Network Softwarization”, April
2022.

» S.Lindner, D. Merling, M. Menth: P4-Based Implementation of BIER and BIER-
FRR for Ef cient Multicast, Academic Salon on Low-Latency Communication,
Programmable Network Components and In-Network Computation, September
2022.

» S. Lindner, D. Merling, and M. Menth: Ef cient P4-based BIER Implementation
on To no, IETF 115, November 2022.

» S. Lindner, G. Paradzik, M. Menth: Alternative Best Effort (ABE) for Service
Differentiation: Trading Loss versus Delay, IETF 116, March 2023.
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